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[EZHFAE, 51BN $StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IEEA FAS, 1BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

NRIF(F FAS 5 Citrix Cloud &8 EH, WAZE S E,

E{EF FAS, i5¥¥ Citrix Virtual Apps 8f Citrix Virtual Desktops™ Delivery Controller Bgi& RS ER]
E#ES)ER StoreFront ARS32S | 3517 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet, 8PN LRRFHITRULLIRTE, TithRPEZ D Delivery

Controller,

ACiE 40 SRER

L& FAS [7, @ AZRETIRMHARBIEIRTARETIEE FAS IRSHHTERED
(FQDN),

HRIERZIEAY StoreFront R3S 284K IR EERY Virtual Delivery Agent (VDA) E&HEIRY
FQDN ECiE, CHEAREMRNANBRSSRES.

RNEEEN, UTFRAEHEEFEET —NEATRAEITENER ; BXHIENE, RE
StoreFront fR5525. VDA #3517 FAS BIEEZEHISHITENAERI4EREL FQDN %15%, FAS BIAJIEH
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

I8 3. 5517 Microsoft BIRIZHIE (MBHITEIT mme.exe) . MIREFEH, EEFE X4 > FRMMB)
BREEEBIT, I AEKR SRR

LURFAIRRNIRIEFAREIIREY, FEF N, AEIEFE RINTERE, 3, EuUERRIEENT
ERENIFBEEBEH AR — NS ENRBY R, ZRBNIANATFREBITZEM Citrix 204
(VDA. StoreFront k5525, BEETE) BItEN.

a Consolel - [Console Root] =-|o| x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add = J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the: Beowses buston to seiect 2 Group Policy Object.
FADevice Manager M o aeeea Poloy
G owce M
= ik Management Mer
DN i Group Palicy Object:
T Enterprise BT Micr = | |
{21 Event viewer Mir
I Folder Mier | E _
2 Group Palicy Management M owse for a Gre
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
=/ Group Palicy Starter GPO Editor Micr chang - )
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'“":TW | e~ Domains, 0Us and frked Grous Palicy Coiects:
i Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

HR 4. SMBMUT T BEYECE/ R/ EEER/Citrix B4/ FRWIE" W BB 5 7 I0UARS K&
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

w || Policies
) ,'_‘| Software Settl_ngs Edit policy settin Federated Authentication Service
> [ Windows Settings policy seng. 2| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

N HIRZEF CitrixBase.admx/CitrixBase.adml R XA ZXI0E) PolicyDefinitions X {4328,
Federated Authentication Service SRE&IREF 7E1 GPO ErIfH, EF % 3 Z/5, Federated
Authentication Service HREIZ BN EEIBIEMN > Citrix A5 > BHIRIE X 4FEH,

358 5. $TFF Federated Authentication Service RE&FH %R BEA. XAFF AR BF &5, &0
HUEEHEE FAS ARS52809 FQDN,
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
e

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

NRIFHEAZD FQDN, NIFRMIARF SIS VDA, StoreFront fR328 (RIR7E7E) # FAS
RS EBFTEIIMNINE—. BEIRNHEERISE,

BB 7. BF WE LURHARKERASHNAARKER, EreEESHEMTEN (HMNBSTT
51T gpupdate Iforce) FEEFEHRLEN,

REATA
ULEERSIERIF M) VDA RIETRCERIBHE, RHELHRENIES. FENMENAEE, NYE
PRI SRR £ AR F ORI FAS MINAHFIERERE, RIERIEBTER, BSAREAN.
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRAERIRE, HItIF FAS RIE#HIZEAF R/ VDA RIEFIETT.

BARZAILRER, HELE FAS RE#IZET.

RTEE
INREALLERRES, RAEERZFNARTAPRAERTNARFERIIENIER. B=MER :

ERRBE—ILERMRERZ LT, HUBRSERILH.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFETHRER, WREFNATRIEFNFRERER.

[F =By

SNRERALLRES, FERERHERRSRSE (UMWREL) . Fi0, NRIKEN 300, A
FEADWHRER—RET. EAERTERMFRETIRTAR.
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PATE BT FF &4
NREAILEREE, SAFRYERREN, ERIEREMEAERE, WINERMT 558~ R
ERRIR AT, WFAFRE Active Directory EREENIERIEEE Ao

PERTERERERE A T VDA LB R

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 1EEi#PowerShell cmdlet,

FAS BIZZHIS 1N FAS BI—&iD%E, — M EWR (Citrix REFPIIERS) SWEE FiR"RE
o

BREAEEZEFSN, ER5IRERA—TEE, ZIIZHBIEBER. REEBMANIGFHE
R FAS ERIEBIANA, Hp—LS BB UERRERGEETEFoh5To

FAS EIEZHIRBIAEZTIAM FAS RS, MRFE, ERAIUEREH A LANEEDS—a R
FERERTITIZARSS
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

AR HMRGBERFIERE, FAS 21T =1 Citrik IEBRIREE B SR,

 Citrix_RegistrationAuthority_ManualAuthorization
+ Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory iR, BETEBERE, ARREHE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERBLEZXERRERINR, IHTFERRLER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$writabletemplate

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

= New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBZE Active Directory IEBARZHIFESR, 1ESIH Microsoft X1,

NRERKEHRRED—IRS 2 L, i&5EH Set Up Certificate Authority (], EXFAUE
BEBIEBMAVIM PRI AR BEHITIRE,

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

Complete these setup steps:

& Citrix FAS Administration Conso

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert

The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

- d X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARMELXERHZERIEBMANIEZ —,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREXE, ©HEARE FAS ITENIMF BERIER E/R1E Microsoft IEPBIMANAIESI SR
Pending Requests FI&RH, IERMANGEERERNNE FAS ECEMLE < BIMNA HIELIZIEK.

FAS BEEEZHI o R BR—1MCEREYTeAcEfR, EFEESRER Issue B Deny,

7 Microsoft IEPMANEIETEHIEH, HHEET All Tasks, AEAIEBIEKIERE Issue ¢ Deny,
WRIERE Issue, FAS BIEZEHISNERERGER, 0RIERE Deny, EHIEREREIRES,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 23




B B HIIEARSS 2203 LTSR

lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA E - ST 3o oo CITRIXTEST\FAS-1§

"] Revoked Certificates 3 View Attributes/Extensions...

1 lssued Certificates Refresh Export Binary Data...

| Pending Requests i

| Failed Requests Help ssue

| Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(.’ Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEXL

FAS fERFNIKIRNN A BT VDA ERMSIERERLIER, E/AH StoreFront 187~ &N
#BIETE T ISR StoreFront fRE328, XLLEARSZB[[IATLUSKIED ; AIAEBERIEBHEARE ; XU
R EAXLEIEFER VDA B,
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FAS EVEEQEMECE—MM, FAVBRIVERIE—Z2 N default’ IR, EABINBERT,
StoreFront TEELZR FAS BY=153K % F“default’ BIFL NI,

S U SIBEMBENXIN, L5 |IBARBMIEPERFERMANG, FREREAEERENE
MEFAPR, XL BT UL ERE N EAREA StoreFront ARS5288L Workspace £/, AR EIE
INACE StoreFront fRZ28, LURBIMERBEE XTI,

BEAE (EMNMED -+ ERYREMN) LUSthANIEIERS, ZRASIKERERIUCIEM
Mo “FEN"EINF BRERMNATFHE,

&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ASSWENTER !

Bk . BTFMA B PIEBRIEBER, XMWiZE Citrix_SmartcardLogon &k, =& 2 HIEXEHE
A (BEBREPER) -

IEBMANM © 5% B PIEBRIERMANAE. ERGARIEBMANE LS. FAS FEFRMZD
IEBIURNA AL I ERZ BN A HTE, BRREERIEBMANEIRESER A RIRAIA
BEHRIEBIMANEE,

RIEAFER | ATFRIERFERETEFIEBEE I UEERE VDA FER.
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- ARFZERER FA, #75) SEBXATERNENER, BRESNEIEETERRNE
Ho

- AFRIEREAEEE—AFRESHEIEERLOARIER. XSHEF RAREFILET. M
VDA RIEFIHRINFR (PIRIRNERMMLsSX =) FILUER Kerberos 8RB R#HITIAIM,
FAFEZRIERIUES,

MBRFEAVFRIERFER, N 21FATH ARBOMNTERHNEATF VDA, BRE, IEHHFKR
BEAFPIDTNEBREFEPUENBREZRER. i, MRFEX VDA KIEFH Web RSS2
17 TLS B195483E, M Internet Explorer BJLAfEAZIE+H,

WHIEIEEE] | ZASERY StoreFront fRSSERITEANTIR, XEHBENENERIEBUMBABEREEHR
E, WTFPREXENR, EALGRINET AD JREAE,

BIEHIRENZEMEXETE, YINEEEE,

AR

MRV FAS BRS588 5 Citrix Cloud 55 1ER, NEFHEE AR, = Citrix Cloud fEEABFENI
B, StoreFront ifRIAFRIF#RER, ZAILUFERERIFLNE Citrix Cloud A4 StoreFront &L
BfEM. HAM StoreFront (ERAFENIES, StoreFront IARINERIFAEA.

ARIMPR (RIFETEBHR) ELEFAERNS. Eit, TRTEBBHAARITFERN StoreFront fRS528.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 26



B B HIIEARSS 2203 LTSR

Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

MR FAS fkE2:5 VDA TFARBEA, NMATESERIAR S,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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=AM : F57RH M Citrix Workspace W E| B R BT SR E N AZMMN, ZE#HE Citrix Cloud B, f&8]
LUOEIRE T Citrix Cloud BIFINI, &R Citrix Cloud &, &R eI OB %8S Citrix Cloud”3B
A SERE R SR

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EYRIZERIFH, E9&E8E Citrix Cloud" £ &%
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& Connect to Citrix Cloud - d X

Connect to Citrix Cloud

® Signin
Choose a cloud to connect to, then click the button below to open a browser and sign

in. After you sign in, return to this wizard to continue.
Choose a rule

Summary
‘ Citrix Cloud ~

2. (EN%k) EFEEFEINE, ERJLUEEESCitrix Cloud” (F83A) . “Citrix Cloud
Japan”Z{“Citrix Cloud US Government”s

3. BHER, ARFERLEEEN=ERPNEEREIREFH Citrix Cloud,

Citrix Cloud”

Choose a customer:

[ e

Choose a resource location:

I

4. (NRERA, BEFFFIKF, FHEFEEERE FAS RSENHRRUE, PHHE", AT XEAHIA
&M
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& Connect to Citrix Cloud - O X
Connect to Citrix Cloud
Signin
Choose a FAS rule to use with Citrix Cloud.

® Choose arule
O 1 will configure a rule later

Summary @ Create a rule when this wizard finishes

O Use an existing rule:

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

5. 7£ FAS BIEEEHIGH, EIFZM Citrix Workspace URE| S AU S N E R ARIFN, HETELLA
STEMEEF AN, GFERNUER-FH, EEZSNIENANNZANEZ

6. FEHEEBFHR, BE e A5em Citrix Cloud E.

Citrix Cloud &7F#f FAS iR5328, FRHEERTEER Citrix Cloud tk PR IBEA B T1E Lo

WrFF & Citrix Cloud BE#E

MIEBY Citrix Cloud ZIRNMIEF R FAS ARS338/5, 204 Citrix Workspace XZE HFml, 7F ZE#ER
Citrix Cloud %1% &,
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el
=
ANHHNXERMTHE XKBIFMIIEARS (FAS) WERELEMEERERE.

BXER

o FAS ZEMNIRIEENTELSEARRZ (/zh-cn/federated-authentication-service/2203-ltsr/
install-configure.html) XEAHHY,

« (/zh-cn/federated-authentication-service/2203-ltsr/deployment-architectures.html) X E A H

TEE FAS ZRMEIHE, UNIEME X B & RIEMHHMXEE,

IEBIA I HECE

AXNLET Federated Authentication Service (FAS) SRR E, UESIEPRMANHM (CA) RS3:
Er. HPARZHILETR FAS BIBIEH X, XEHAGHA FAS 1218 PowerShell API, 7£
PATAX HHEMIGEEZ AT, L%t PowerShell BEAR T &,

%EZ CA RSB LUATF FAS
AR SRR HINIEY, (5 FAS BIREZEISETE FAS LUERZ CA |
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEFRZEERRIRD CARKMATFRIRNR, 158% CARIT IREIEBMANI T,

RGBS CAHIT BIULARS P8, RAELSRAEERIGER AT ERER
CA.

FATT N E

ERERZ CAIRSEECE FAS IRSE23E, AP IERER NS HEIFIEEEER CARS2:. It
o, MNREF—PBEEER CA RSB/ REMKIE, FAS IRZFIHUIRES— 1B CA BRE85.

BdiE Microsoft IEBIMEZ WA LLIHIT TCP 510

ZRANIBER T, Microsoft CA f£/ DCOM #1TihiRl, XAJReREXRMANIEL LN S E M, Eib
Microsoft 2t T —Fh 1 2)5% TCP imORIAE. 7E Microsoft CA &, fEFH
Start>Run>dcomcnfg.exe ]/ DCOM ECiEEMR, BFF Computers>My computer>DCOM Config
LLE 7R CertSrv Request T2, $A/S4w4E CertSrv Request DCOM N FRIEFMEM :
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CertSrv Request Properties
General | Location | Secutty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint

Ssetect the DUOM network protocol sequence that you want
add. Enter the andpoint detals and cick 0K when you have
firished

Protocol Sequence

g

Connection-onerted TCP /P

[isable protocol sequence
Use defaut andpoints
®) Use statx: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic endponts

OK Cancel

o

Leam more about aofiing §

0K Cancel

FE“Endpoints" DUAEFFS LKL R HIEE TCP A=

EF/E ) Microsoft IEFMAZHAHIRITIERIENRK, REEIT netstat -a -n -

B certsvr IETEMmiIFTER O 900 :

TCP 0.0.0.0:636
[lsass.exe]
TCP 0.0.0.0:900

[certsrv.exe]

TCP 0.0.0.0:3268
[lsass.exe]
TCP 0.0.0.0:3269

(LEEZ 900) o

1R

s JCN

AL

LISTENING
LISTENING
LISTENING
LISTENING

TEEE FAS fRE2: (BEMNEMERIERMANEAIITEN) , KA DCOM A RPC imO#1T

il =

MEMER, HEFinE
ER DCOM R 28, Xefi& im0 900 TH, #A
%o

EFFH DCOM BY, EREHERIEPIRS 33 L8 DCOM RPC iREZFHiEKiAA

DCOM fR53252187T FAS IRSS 25801AE
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PR P IET

£ FAS RSP FERAFIERE, AFRPNERNEGREERER. A THAINEATNEHAENHS
N FAS BRSSERHUITIEIRE,

FREY Active Directory AP35

IERILGET B8 AD FHFFA A IIREFMERIXER (P10, .csv X)) KSFHEBLER, WX TRA
7o

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser @— MR cmdlet, AFEWRAFYIR. EENRHIEE—1NIHEsssi, BTN
F|H BA UserPrincipalName BiKFRS A EBABEF.

SearchBase 2#48/)\ 7 7£ AD F#EZRAFIEE, NREBSTE AD FRFRAERF, ITUERILES
B, AE  EWFREREEIAERF,

CSV X BRERFXF
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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INRIEBZ FAS RSS2, FERPRIEBRERMR | —TEERSHF, Z—TEXELRBR
S5aaHo

LR ASE BB F & R default’ B9 N, sIREBEAREMNZFE (Fl70, “hello”) , REEXREHAH
1 $rule TEENA],

& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

INRIEFEERZ N FAS fRSEE, ERIUEREMEZERAFNBR TEIT FAS EBGER,

EAT LUER GUI EFIEMN FAS -
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refres

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

h

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FERIA T EY

1. SIEFIERGES ¢ New-FasAuthorizationCertificate
2. I TFHFEASGERM GUID, M TS EEIFTR ¢ Get-FasAuthorizationCertificate

3. T FAS BRSZ2RE T HIPHET © Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. MEFHIFZPLES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5.  FAS IRSBEBHEIFIET, . Set-FasServer -Address <FAS server>

-MaintenanceMode $false

6. WIFRIEBAYIEAGES © Remove-FasAuthorizationCertificate

BEXER
. XEREHRE B FAS RENRENTESE AN,
« B RMBR S IR S BRE R AT BRI B,
. BARIER R X EEERREXERNE,
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FhEAERIP

=T

IERTFHETE FAS IRSS 28 ERVERATUBUREEF. XEXBIFATAET FAS ARSS SR BIMLEARSS 1K 7248,
HERIMTIEARA FHo

FhEAEMRIEE

o 5FMAADIEPE X BXAYELER, 3RE Citrix_RegistrationAuthority IEH1E4R,
« 5EPIEP XEXAYFELER, KB Citrix_SmartcardLogon JEHER,

S5 LB RMSEMAIMIES | Citrix_RegistrationAuthority_ManualAuthorization (BAINERKERH 24
/\BY) # Citrix_RegistrationAuthority (BRIABEREERFHE) o

EEE B MIIEARSS (FAS) BEZEHI S VIRISEETFIPE 3 P, HEEHIWINET, FAS IR
SRSER—1NEEX, HEIEBM AN A3Z Citrix_RegistrationAuthority_ManualAuthorization
IEBIIERERIFEK. XB—NREIESR, BABEMEA 24 /N, IEBENEA S Bohiik ik
5 ik R EIR R TIERMANIM _ EFohii. IERMAL FAS IRS28E, FAS =fFH
Citrix_RegistrationAuthority_ManualAuthorization JE$ B &h3REX Citrix_RegistrationAuthority JE3
(EHAESHEINTE) o FAS PRSZESTEIREN Citrix_RegistrationAuthority IEPfE, SI7EIHIER
Citrix_RegistrationAuthority ManualAuthorization FJIEFHFZ A,

S EMAAIIES X BRBVALATA% 58U, B EMAIAIERREEDIFAB AR EA AT MR PE
BENARPSERHIERIER. Alt, ZEGIERIERASAIUERZESRRERRFERDR
Ko

BRI LUBRE FAS BRSE28, URTEHLELZELERNANFRIFFAE, FRAUTERIZ—
« Microsoft 18583 RSA 1 AES INERSFIRHIZF X Microsoft REZRAEFMIREER, BT M
WMAZIEBFI AP IEBEIFAER,

- HAEZEEEESER (TPM) BH B Microsoft FERAEFMEIRMEER, BT IMVAIERRIEA
£A, LA Microsoft 38585 RSA 1 AES INEFARSZSIRIHIZFE T Microsoft BIF R IFFEIRHIR
F, BTFREFIEBREAE,

« BHZ2IRR (HSM) HNERMERS NEREFERHEFSS HSM 185, BT EMVAMIE
PR IEBRIFAR,
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FhAREIRE

A& FAS MUERX=MEDZ —. ERANXARmIEsRRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X, ZXEFHERIAIE R FAS
R385 _EMY Program Files\Citrix\Federated Authentication Service X143,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LoglLevel” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS BohEHEEECE X e MNREX T ERME, WHRNEHFHEDH FAS FREFHMIEEEN.
f£ Citrix.Authentication.FederatedAuthenticationService.exe.config X4 RN T A IEER X B

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API Z EIYJHR)

& p=3 >4
= {E/H CAPI API

false (BRiN) {5 CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FRIRHEEFLTT)

=] p=3 =4

Microsoft 12385 RSA #1 AES INZFARSZIZHIE ZXIA CAP| 1R
=

Microsoft ZXfH ERFER M2 #RIA CNG 1RiftERF
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=] p=d 2

Microsoft F o &R ERHIZR AL TPM 'R, EER, TEIE TPM
BFRFER. X TPM BT EMAAE R,
NRIE R EBULIFIRFIETT FAS RS 25,
BEWER TPM MESN EERRFHNE, T

A XFFRERIL.
HSM_Vendor CSP/Z sATF iR 12 % B HSM ViR, ZERMNEmRF. R

IS REEBUEIRFETT FAS RS8R, BE
ISR HSM HIRE, THREESRFERI .

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({X7E CAPI AP| H9IER T &
)

=] P

24 #RINE. 5 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, WIR#EH
24, FRIFIER HSM 5 CAPI &5 fEFAHE HSM
MV ESEME,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (2 FAS EEZH TSRS (E
B, EaFERALAEENE) ZEHAPNTSE RS, WREHZE, WATFER TPM EifF
fifio

& p=3 >3
NoProtection FLEARIAF o
GenerateNonExportableKey #Riko FFATAESH.
GenerateTPMProtectedKey TLEAHER TPM #1TEE, AABEEE

ProviderName H#5E B ProviderName 7
(540, Microsoft Platform Key Storage
Provider) o

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (& EFAFARIGIER)
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=] p=d 2

2048 ko WRILUER 1024 3§ 4096,

REXHFREUNELAXERTNT (RERNEUIEETR)

Pl.r:;zla(iir “True” “False”
CAPI API (CNG API)
CsP ( T )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, hlERor 4096

EEHRTA

=fl1

Ik~ BI3E = T 6 Microsoft Software Key Storage Provider ZZi&89;EMANAIIEBFA AR A P IEHFL
Ao

XRAINNREEERE, TRMANAEE,

=l 2

LR EMAADIE A AEE Microsoft TR AT ERMIZFFETE FAS MRS 88 EARAVEE(F
TPM #, HFBERFIEBNFATAER Microsoft R ZESAEEIRIEIZFZE,

LA RRE FAS BRSS EMR LR TPM E1RIE TPM HIIERIHIXISTE BIOS HEMA, ABTE
Windows H#]#21t, ; 1525 <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .
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£ FAS EBIHIA
FAS BIBFZEF| B TERITRIIERERIER, RILEAENERT, RIEENAR DI EMHIMIIE
PBHTENIEPZERIER,

HITHIRA FAS IRERY, ESEIEPERINGBIEBMANEZE, BEEBNESr (BRBFYH
BT 3)

$R1: BIUNTESATITREIEELEEX G -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

B IERN AN AR -

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Hit TPM REIRAKE. RRIABIAKE RN 2048 i, BHRIEEEHZIFNERAKE,
B 2 . E|HFET Citrix Federated Authentication Service M MBRE X4 PiEEE,
SB 3. BRRS.

B4 NEBMANIGIRS SBFHMAERIERER, RECIMVIERE, EEEH a0
REFIFNTE 3 FLAZE. LB, FMVDIEBFIARTE TPM REM. ZIEBIRINE K
125,

EMIAEMVIMIEBHFLAC EREMEE TPM B, EERALLT PowerShell a5, fASRFMAAIIE
PIFLEATFAETE TPM A, N PrivateKeyProvider FERIFIRE R Microsoft Platform Crypto Provider
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUTRE !

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EKeyProtection™
value="GenerateNonExportableKey"/ >

R%E FAS BJLLEREE TPM RIPESARAFIES, BXNFAREEEMS, TPM BEFAIEE
12,

W6 . EFEDHFAS, XRBFIRSEFNZEEENX G HRIERNE. BENENTLTRIERN
EMAFIEPEDR ; XEREFANAAEET TPM |, MEFER Microsoft Software Key
Storage Provider,

SR 7 7L FAS EIRIERI S ERRUET+, FHER ZEMEE PmbRIEIRE,

{5 PowerShell
BJLAfER PowerShell B4iEKFEMAMIER, XERAFAGEHIEPMAN MBS ELIEBERIE
KA EMAAIIEBHIAL, ERBEMER FAS BRI & HITE X IMVIEPERIEK,

TR EERAEERFISHRITIN FAS ECEHE, (Elaim MNP R | EEIEBER IR EIE
BAAAA"
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&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates =i
The required templates are deployed in Active Directory.
o Set up a certificate authority Publish
The authorization templates are published on:
Click "Publish” to publish the templates on another certificate authority.
Authorize this service
Create an authorization certicate for this service.
Create arule
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
Connect to Citrix Cloud
Complete this step if you wish to use this FAS service with Citrix Cloud.
SR 2 FENIEPMANMARS L, AMIERER MMC BIEET, ARESE
Citrix_RegistrationAuthority_ManualAuthorization &1k, SAEER§ HIER,
EEBRET+, BERAMMEMEE. ERFIS, BF7 Offine_ RA, BMHERN 2 F !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

SB 3. FEEERMANMIRS S L, RINGEPMAEN G MMC EIR8 T, AP HIEPER,
TERFE, AERLEMEBIEPBER, FEFE NN S ZrIER,
S A 1T FAS BRSS25 EMNELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

SR 5. 7E FAS IRSZ 23/ TPM HR4A R RSA R, FHiBITE FAS RS2 LA LLT PowerShell
cmdlet REBIEBELIEK, FE | FE TPM RHIEHAKE, RIAEHKERN 2048 I, FEH
IEERIEGZIFNEBAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fan

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
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BRI

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

! WaitingForaApproval

Id GUID (it~ 9“5ac3d8bd-h484-4ebe-abf8-4b2cfd62cal39”) EELES BHEMNE
;8

* FF1t PowerShell cmdlet fPA—RIEBE", BT ERCEMTMIEBHFAH,

 SE17IE cmdlet BY, FFEE FAS Bt NECEXHHIEEE, UAEEFERNEEKE
(BRINEH 2048)

o RAELFDD PowerShell BapfYEMYAIEBFARIRIED, -UseTPM IRE AN $true, AL
RGN AR ERE5ER TPM FREIREARENE,

« BTt cmdlet AR EHECE X FHRIEIIKE.
- E/R4BE) FAS BB A LB RR(ERE, HER FAS B M HHHIRERIE,

« WHEILUTE FAS BRSS2R0MAE BB P IEBUERS TPM RIFEVAE P IEBAAAEY, FEEXHF
H) KeyProtection {EI1& &9 GenerateTPMProtectedKeys

BIIER SR TPM £ 7T EAX, BEEMNERAXNE, &E FAS fk$S4 L Windows EHEEFER
PN ARERBE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

fEER :

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IE . 4RMHIERE ¢ Microsoft EANMRIRHIZFE"

SR 6 . FEBIERED EHRIXARERT, HARERFIBEEIFANXEX S,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

SR 7 . @iLTE FAS IRSS 28 LB PowerShell EP%E]\L{_FP\]%‘, HEPEZIERERBEBIERIN
RHLH

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE = I IEBMANETI R E O, HRFIRAGERMANMERNERT http (TAER) #0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

Certificate request i1s pending: Taken Under Submissien (0D

PS5 C:vUsers‘Administrater.AUTH> _
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
WHRER AT+, 2HEHBIXMH . EBSHASHEN. BEHT—%", AXHRIERUTE
In :
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() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRNI INEHE RIEEFFA - PKCS #7 iEH (P7B)’, HEXFEDMRETHE, HFOSIEBRE
A IER".

S 10 . [FSHAEEXHE E FI2) FAS RS2,
HIB 11 @I TE FAS BRSEZ 28 LA LLT PowerShell cmdlet, JEEMAIMIERS A FAS ARSE2S .

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

ETUTRE !

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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AT HEINEMVAIE B AE EMTEMETE TPM B, BFERALMUT PowerShell &35, MR FEMAE
IERIFLEATERETE TPM BB, PrivateKeyProvider FERIFIRIE S Microsoft Platform Crypto Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FB12: XH FAS BIEEZHIG, AREMENE.

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR ¢ EIULRS S B AR ELERIC.
S 13 [ %EF FAS EIRER SRR MNETF, HiwiE ZEMNRE FARIRE,

~H 3

LERBIRZEFAETE HSM R EMYAIERR A A IEPBFAER. WRAIBREEEE HSM. &1
HSM FEGRHEIEFSFR, FIUI“HSM_Vendor's Key Storage Provider’s

INRIETRTEEBUEIFIRRITTT FAS BRSS8, 15EWER HSM M B U T BEERF BT
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SR 1. TEAEEREGG#T FAS NYIRIRERIE, MR NTE | BB HER MR EILE
PAAAA"

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 EFER HSM BRI, UHAEERR HSM B9 ProviderName BN 1A, MNRER
HSM /A CAPI, MX#EAagESFHREEZERIIAINEIRSIREIZESF (CSP), WIR&ERY HSM A
CNG, NIRHEIRFTRES WA R BEFIREIER (KSP).

L3 BN TP YRIBECENfF -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

B IER A AR -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZREER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE N false, MIRIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
M CAPI X2 CNG, BIEEREM HSM HEFENY, THEIEXTT RSA BIEMZIFNERK
B, FlRAG, BRKEIZBERIRINE 2048 i, BRTIEENRAKESEERIE,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

S5 7E HSM LR RSA ZAX, @I BT FAS EEREH o R EIET -+ FRRECE
BIBIEPRERIEK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7: TUEBWANMEARS S L, EIEBMANE MMC &, EEEERERT R

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEERAEERERR.

AR BAULRS SR ERFE LIRS,
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&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Click "Publish” to publish the templates on another certificate authority.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 8 7L FAS EIRIZERI S HERMNET+, Hi%

FAS iEB7E68

3P|
AR

ZEMECE PAMRRIEIRE,

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

#5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

EIRWAFIERAIR, BRIA

Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY

GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485c4d-63af-43e4-9135-2412246b1112
J Prowvider i Microsoft Software Key Storage Provider
PrivateKeyIsCng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

. REFRE £ FAS RENRBNTESE 7L,

- B FAS EBIERA S HRIERS AREMIIE —SXH#TT 85
- BHRIEH R XEEBREE —XBN B,

ZEMMKERE

BE B R WIEARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IEBM AN ERER. S04
ERRARFIEHEEMRIP, HEEESsssE M X BEMEN—FFHE R 2 EKK,

AN T BRE FAS RIREEENLZ 2R, ©Efhh T eI ArIThEE, XEIEErER BT IRIF
JRNERE=Shit iy s

P EREN
TFEZTT FAS BETERNTBAFNRLDR,
FAS BRSS 330 SIE BIMA AR B — RN R S % BERLHN 2. ERATED,

Citrix Gateway # Citrix StoreFront @ EENAMN, BFHITRF ZMIIE ; Hith Citrix Virtual
Apps and Desktops™ R RZ5| A FAS BIFZM,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 57



& BHI0IEARSS 2203 LTSR

ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature

= FAS
j Authorization
Certificate

Certificate Authority

FAS User
.‘ Certificate
Template

@ FAS Autharization
Certificate

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

FAS User
Certificates

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

StoreFront

Delivery Controller VDA

Citrix Gateway

Windows Server & Desktog indows Server & Desktop

VPX indows Server . v
TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

BiAENIMER 2

Citrix Gateway. StoreFront 1 Delivery Controller™ 2Bz [B/F@SR@E im0 443 LAY TLS i#
171R3P, StoreFront FRSZEFNHITHINERE, Citrix Gateway N {IEZIET Internet A HTTPS i
[ 443 BY%ER

StoreFront RS 28i@d 1% 80 A E FRIIER Kerberos BX3 FAS fRSE28. BHKIEFER
FAS ARS523HY Kerberos HOST/fqdn B34 & StoreFront IR5388H9 Kerberos T EAK A &3, X
4R Citrix Virtual Delivery Agent (VDA) &R AP FRrER S X ERNEIRAR,

Y HDX &iEi%E#EE] VDA B, VDA t@idi%O 80 B FAS IRSS85. S1RIIEER FAS IR 2589
Kerberos HOST/fqdn B34 K VDA BY Kerberos itEHE 7. b4, VDA At ERaH" FEE
I IRIEBFIFAEA.

Microsoft JIEBIM AV K1 ER Kerberos HAI10IERY DCOM &1E, Z@ErIUEB AFEREE
TCP ixM, IEPMENMIIEER FAS IRZ 22 HHAZEEREMAIRIEPE R CMC BUES,
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ARS5 8% B SR A

B A BHKIERS [in] 3R B StoreFront™ F1 VDA BYi&id HTTP B9
Kerberos, [out] DCOM ] Microsoft iE P&
A

Citrix M % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront fR55238Y HTTPS, [out] HDX )
VDA

StoreFront [in] 28 Citrix B X 89 HTTPS, [out] HTTPS %/
RATHEHIZS, [out] Kerberos HTTP & FAS

A1 HI2R [in] 3R B StoreFront fRZ525HY HTTPS, [in/out]
kB8 VDA BYi@id HTTP B9 Kerberos

VDA [in/out] 328 Delivery Controller B93&3d HTTP
8 Kerberos, [in] 3R Citrix Gateway FY
HDX, [out] Kerberos HTTP %] FAS

Microsoft IEHB ik H14 [in] 38 FAS B9 DCOM M&E %

Citrix B¢ & BRIIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS 0K A S a1 L0 R bk

- FAS BEZFIE, EAFKAT

o *.cloud.com

o *, citrixworkspacesapi.net

o NREPIFERERFE =SS MRMEIERF, WHEEHMMI

« FAS RS, TEMBARSMF T ¢ *.citrixworkspacesapi.net

INRIZEIEHES] Citrix Cloud Japan, JEERL ML

e *,citrixcloud.jp

e *,citrixworkspacesapi.jp
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INRIERIMZA SNBSS R, 15EA FAS BEEEH ortutEdER P AR, 15, BHREER

netsh ST EECE WLEARS 1k P 893t

REAREM

FAS BEEIMMIES, DWERRENEAFRBEMAIER, Eit, HIE

FAS BRSS 2= HIRFIENRIFEEE,

EREEMCER

F L 2 EREE LURIP

FAS @33 78 HEMAGERMAZ A P IEH. Microsoft IEBMA NG IFERFEMAIE. IEHRIRU

RCEMRAER AN EHMREBAF

BExtensions Certificate Managerns
Policy Module | Bxt Module
Envolment Agerts | Audtng | Recovery Agerts | Secudy

For more information see {lelegated Enrollment Agents;
) Do ot restrict enrcliment agents
(®) Restrict errodment agerts

Enrolment agems:

SR AGE R LR IEAERA (R

o ZMAETIRNAT FAS RS 8.
« “IFPRIRFIRINE T FAS RR.

« “RFIFRIXNSLZVIFER FAS BIAF. BN, REMAREL FAS mERANRFRIFAFRA

PR P RIES.
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TaREZEEIT RECE

WNER B RN ER PP, EMMECE— StoreFront [RS3885K, XEARSBEMA I B ZEET]
[ FAS WIS BF &5, B, ERLRGIHLE R REIER, UKk EEL VDA T8
HITEMRIL, XE5EEBMEMAITAE Active Directory SERBIMAL N MR 2IHEER B MY,

B ER B

FRIE 5 FAS RS 2B EEMER BT RO 80 AEE F A INIEARY Windows Communication
Foundation (WCF) Kerberos FI4&i%#,

REHAERE

FAS #1 VDA RFHER2E A Windows EHBE. XARTHEENHITMER. FHAETESDTIETH
BEERNEMHEERE.

LSRR

FREMLIR, SE FAS AR FIERRIFAER, EBEMEIRSIKEFEATFTFHFAE. NREN
LERBEER, FAS SHHERMEEAHZEER,

B NNZRECE I £ FederatedAuthenticationService.exe.config X E], XLiG B E X OIEF
AN A, FLt, FMAAMEFAER (FIa0, 4096 I, TPM fxR1F) FE1TEY A IER R UERRFERY

KB,

o R
ProviderLegacyCsp LIGE R true Bf, FAS £/ Microsoft

CryptoAPI (CAPI), &N, FAS fF Microsoft
Cryptography Next Generation APl (CNG).

IRIEIEFATR E{FEAM CAPI 5 CNG 1I2HIEFm .
IRz AEE g Microsoft

KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, BRIEITIF
HSM & CAPI 55 &R H HSM N ES B
E, BNIRNIEERN 24,

AR EHFAN IS H RS, MNREAE, &t
HMERZEENTaRIR (TPM) BiREHE.

FHRKE RSA FAVEAREEAKE, ZIFMERN 1024,
2048 1 4096 (BAIAME : 2048) .
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EERR

MEEERI AU TLA !

BT R
A EER MR L RFHRIPIEBRER
HEER FEARRKIZE
IERMANMEIER B IERIMA N
FAS B R LEMACE FAS IR
StoreFront/Citrix Gateway B2 5 FCERF S35
BREHEE™ BEER Foi& VDA 1225

BUEENENBARZRESEENARLE, MMSEIREBEGERERFRTR.

HRBRIZE

E1EM FAS T ENVIE T AFREC BN RSB -> FODN'EFH R IFITIFIR. HEER FAS RS 85,
BRIRSISIE FAS ARSZ8589 HoST\<fqdn> Kerberos 519, FrEHIA FAS BRSS28HIARSS Ba Nt
F—%5| BB HRE/ FODN & ; BFN, StoreFront 1 VDA RIREREXZRAEIM FAS IRSS 28,

JBERECEEIR, Citrix BIIFERRFE T ENN AR DR, £ FAS IRSZEHRTIRI SN
D, THEEMRSENBEFREN,

Itt GPO BYHERIN R R FZEEMEM FAS RS231 FAS EIER (M/SHAEER) . £H FAS IR
22fE, BESERIIBIERITEN FQDN &#1.

HEPBENR

INRIEARAB(ER FAS $2AY Citrix_SmartcardLogon IEP1EtR, FTLUEHEEIAR, IFUTER.
EMAIEPIER

WNRITZIELF Citrix_SmartcardLogon Enfa U TS ENALRIRRTBATAE, MATHITLUATIRE -

- BIBIEBRRIVBIA, HFHEMRUNFSENALRERDBITE,

 {#F FAS PowerShell i S EIE FAS, MARFEHREEERAFRE, (BEAPAEMNGERT
Citrix FRINENR BT, )
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o {#H Microsoft MMC IE PR E R 7Tk Publish-FasMsTemplate i % & RSN, F B

o fM New-FasCertificateDefinition tp3EZE FAS, FHi58EFRIERGIT.
EREINEY
fRa] LUESGE BIER PRI B LR,
BMEREETTHE, FAS 2ZBKIEBERTALIEE, FAS RTEIEPBE T i Bon4iTiEH,

AR EREMYE

BINMERXLERM, FAS RARIEPRIRFIXLEIRE, FAS IRZBUHER RIFSHTLHA HEUH
2% ERERERARIT

ESunE Rt
BMMERXLERM, FAS RARIEPRIRFIXLEIRE,

B X FAS IRIENEFMIRKE, HERMARF,

EWE IR
SRR, FAS REHEER.

e ERIRIRE
BMESXLRE M. FAS R FFEUAER,

ey RIRIE
EET DU BRI LR B AT & IR AILA LR SRS

AR AENY RIREARISBZERE, HSBUEBLERER.

ERRERMN

Citrix BIEIESOXEIKE, LUNITITF FAS AR5 889 EAIK P 5 RE 0 4 AR FAS ARSS

FEEHMNR, B2, SEHMIEBER—1F, ErIEFE

- RIFEERIRINEE AR
o RIS HINIEN AP EEUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Nnames:

8 Musthenticated Users

% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

RIREERE MUL Active Directory 158172, XRSFEOEBMANGEIERT BRELESAFK SID,

X T 5 Active Directory i BI3RBRET,

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

EURREREME
BMERXEIRE, XEIGENI TR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESOX LIS B, ZIGBHAED ) Windows Server 2003 CA (ZEMIfkA 2) . B, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2¥3fkA 3) 3¢ Windows Server 2012 CA (ZEMIRRA 4) IBRHMEHMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
AT EIEBMAN A EEBIRIER I EE R HEVERMAIES, IEBMANEER RO IERE A
%R

—MERENTEMUAR, ERE FAS IRSHFNAREMIMIERRR, HERFTE2RANNAD
2o TIEWMIBFRN, IEBMANEEREREN TR EFRICEMITIERIER, HEIERIN FAS IR
55 R R RER,

BaAIEIR E

BE, IEBMANMERREHEFIEBMAN ML MIEIRE, NMZEHEEAZEE, EBMm
ANHBEEZATLEE DCOM TCP FIFAAEFM, LUERE FAS BREZ 2 F aEFKIER,
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SRR

BAINBRT, EECEMTIIERAVRE E &L e LUER SRR R B EAREBER AR A P UL E
Fo XNEE ERFRENEMCEIEBIUL AL B MERIRE N —AIFSIA o

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

BF XEZH T WL B oI UE IdP TS, EEE,
XEIEFRMAE NN ZRFMCIE BB i E
EEE, B, BiNELHSIRPNIEIEFIN
KPR XBIIABALERZ45AY StoreFront ik ¥4
PRIEAZESHNEER. 52, LLACLR
NS ERE R,

ECiEREM

ANRZANMHRIIAY Citrix Virtual Apps™ ¥ Citrix Virtual Desktops SREF AR FAS RSS2 E AL
M, WMUEER. S87MANEE —HRMWEBEIED ; 55502, Kerberos ihRIEHIFER (ACL) 7]
LURIIEEE,

EEBIE B A AR

Bt R A ERY AR RECE A RIRVIEBIRRAN CA, SLRECE AT LULEE A TR IR55 S IR AYIE
y, BEARBURTIFR, BlaN, #IRRIANE" A A rIsEA th mEl B P IR E D RYIES,

RIERAN S A IRIEIES

FAS B AILUEHR AT EMRIEMIEBRSAIEAR IIERER. FlM, XAATRERIERR
MER"ER, MUEEBRANERMEBREERFER.

MEARIPNERKE

FAS EIZGIAILUY FAS ECENFFILAEMEEEAHZ 2R (HSM) RREEHTFIRR (TPM) Ho
Citrix ZINE @S REEMADIEBFABFMERE TPM FREIFE 5 HETHER R IERIE KIS
B—& e,

B, BFPIEBIAARIUEMETE TPM 3 HSM B, FREEPREBNEMR A FASH HFEKEEDHA
2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BRI, NMFA%ErLtby)R.

BAREBNA. BARELIEEM VDA EER

BE, FAS NERATSEZE Delivery Controller #1 VDA BIEGNRZ2EE, EH FAS“ERAR R
RER T “Active Directory Z83", Controller 1 VDA BIRAN XA S ZEENRAF, N4 E T
EHHEE

—i% Windows IRZR/EZ L2

FRERRS SN 2T+ T, HEEMERMENPRENRG. T2 X REEMRORS RN IRE
AYERZRENME, HETHREMEBEM ELBALEED,

HItHE4HEN R & MEFHEEERITEN L.

RDP ISR RTFEINEE R, EARENERT, BRKFNERERFER, [l TFIEHM
AN EIE S

BXER

« (/zh-cn/federated-authentication-service/2203-Itsr/install-configure.html) & FAS ZEMEZER
FEBE,

« FAS Z2#J7E (/zh-cn/federated-authentication-service/2203-Itsr/deployment-architectures.html)

XEFN .

- Hfth4$EHE XZETE (/zh-cn/federated-authentication-service/2203-ltsr/config-manage.html)

XEFNE,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BAMP B TIEBERIBERTERE AN
#HE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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B

&/ SRR

HEEE Windows &R0l

PN

KESMIIERS SO RRINERERIE
ROFGERE XEGRESOWHER—RX,
R —D R B BAH BENER
SEEAHHNAREFNEHEE KW,

AXNEET Windows EAFPERIERMN/EEEFERNRHUNBENHEIRHER, XERERMT

A RATHESMIIERMEIER.

IERM N TAEMESH

Windows Active Directory 43P EZ MEPEFHEX, ATFEBEERAFIIER,

* NTAuth JEBZFMEX © 2@ Windows #HITEMRIRIE, BEEMARFIEBGERMANE (BIR
ZFETVEN) WIMETE NTAuth FEX R, BEEXLES, 57 certutil RFFHEA !

certutil —viewstore —enterprise NTAuth,

o *RIEBANFENEREFEX 88, IEPERRERERESEMES, Hlt, NRERENLS
), MFAEITHEN ERFREREREFEX SO S XL, RIEBLRUTREERIREERX

F, FEEEZMEPBSHINIT NTAuth ZEX S,
o EFUEPY EBAAKLE © B LU Windows B

BEI5RHIINIE EKU MEMIERRER, 55

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

WA

ZHEN, PSS ESERERFERY BEAR
7% (EKU)o

BINBR T, Windows RfEEAILIF RSA 7
BHERFA, EMSE &% Imikes.

ZINBERT, Windows &%k 213 BARYIE
P, AN B ZHI1ZHIERS.

[E AR R h 4 & 12 30 1IE,
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AR WA

X509 BT~ MRIEFBAIEHE—BIRF EEELF (UPN),
HEAREFEE X, WEMAIFRAF FohisE
H Windows &R,

UseCachedCRLOnlyAnd, YHRENT (BEEEEHRLIRE)
IgnoreRevocationUnknownErrors

o BHRFIZRIED : AT 3 Kerberos HEHITEMIIE, PREMRSHREBUINEEE LBV HIZEH]
2R, BIMUER A ENIERNAFE MMC B8 7TRBIFERXEIES,

UPN 4 FRH1EH R
BINAPEBE T IS B B S — PR TELHE (UPN),

Active Directory g UPN & #F

BINERT, Active Directory FRSTMHAFRHEREETER
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN> AYfaZ{
UPN. BIF1EF1 FQDN S22 7EMBY RootDSE &8, iHFE, B MM BILUTE RootDSE HFiEMZ
> FQDN bk,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2P, Windows B/EESRAIE (BT & UPN I#IERNSM) PEHRE
UPN, PAREXER UPN, MIRXBCET, EXEHREIN UPN, XAIGERETAMPRIARE
1o

IEHRGI RS

MFRIEBAEZER UPN, Active Directory RJLUEFETEx509certificate” @14 N8R FIEEH
NAHIER, ERLISERERTARR, ITEVAINERESALEYE GUABRT, B8N

)

RMET—ME, BRALMEE—TBAFKF, MNRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSBEUTERFERITENL, HEBMFRE x509 IEBREIENEFMNE, LiTENA
BT NETFIEBESPE RN AF K .
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PRI R AR

SRR A S S MERIZR, EENRGEIBTEMIIERSZERISRIEEER, XFRIUERNRG
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZUBBREE— 1% mhosts.sam"R B, REAEZ—IT
1.2.3.4 1HIEHIZENetBIOSE T #PRE #DOM: F V1T,

Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

EFEfE, Windows itBYIHERIZEERERE mydomain, iE1E, BAXTREXITERIEE,
R IEE ARSI

ERE, Windows 2IEE—1 MSDOS ET £, HPhaGSERAFPNEZTHIEE. BEEEIER,
EEADS | echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PREIZREHITER. BAE, BERELTE ARXHPRERTFNNEFBETER.

-] Local Group Policy Editor [= a5

File Action View Help

o= 1w | HE

Fy

=] Local Computer Pu::nllq.' |~ || Policy Security Setting
4 & Computer Configuration | Audit account legon events Success, Failure
I _ Software Settings Li:) Audit account management Success, Failure
4 .'i"uliinduws Settings E || L] Audit directory service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
&=l 5"-'F't_" ':Sta"f'f:'ﬁh”tdn*"] 2u| Audit object accese Mo auditing
4 5 S'f"f"""t}r%”gs_ . | | 2| Awadit policy change Success, Failure
4-8 Aj.cc-:lunt PD“CIEE_ L] Audit privilege use Failure
b ‘ﬂ Password Policy . | Aaclit process tracking Me auditing
I L Account Lockout Policy i !
b T Kerberos Policy | Anslit system events Success, Failure
4 _d Local Policies
B g Audit Policy
b 4 Wser Rights Assignment
[ g Security Options
= Winease Eivsinll with Adhiamead Camwib -
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IEBRIERE

REIEPERME

NREEFIERSH N DERIER (EFAA) , EAUERANUTHREIEE | certutil —verify

user.cer

EH cAPI BEIiER

EiEEEIZ AT EN L, ITHEHEEEIFH I Microsoft/Windows/CAPI2/Operational Logs /&

ABREFIER,

EA] LOEE L R /EMERIZES] CAPI HEIER ¢ CurrentControlSet\Services\crypt32.

E
DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI B&
ME

M HE

I mIE

X509 F5R

JOIIE S BR AR

HIRHR
SR

IEBARERE

FHuh
FALS) (03 5)
HHTHERR (2ERER OxIfiff)

BRIz iRk (B2, LSASS.exe)

PN

LSA i CertGetCertificateChain (‘a13E45
£)

LSA JAF CertVerifyRevocation (GFELEER)
EFEINT, IEPFIEPBRBETIR (CRL)
AR

AppData\LocalLow\Microsoft\X5090bjects

LSA JEH CertVerifyChainPolicy (G1E5%%)

i

BReFIEBTAER BN FEMZEEN
RIEBEFERIEBEE,
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HixHE ik
IEPRENEEIR TAEMIES CRL & RISE R FEEREF

B CRL, SNRBHINITRIFNE, XFHMELE
SR, 1EBIH (/zh-cn/federated-
authentication-service/2203-ltsr/config-
manage/troubleshoot-logon.html#certificates-
and-public-key-infrastructure) 284> FRI[EHF
NZESShiERy )

IEBEAHEIR ZIEBRNERTER. flal, ErIsEERSE:
IEBHERIER.

Kerberos H7E
EEH Kerberos HEIEE, BEFEGESEARELAFITEV ERIEUT EMERE !
ACERTT BRin {& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel O qiiii
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Ox1f
dc

Kerberos HiEHHEIRAEEHFHE.

o BIRREERER < ERE R ZRE 7121
- MTHEIRABEERMNN, ATUREMZR

o KDC_ERR_PREAUTH_REQUIRED (AFE&IBIEEZEHIZZHERR)

o RENFEIZ Ox4b

s BN s B &
ABN AP EREBER, MRS TR LN ASRE,
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i #EEI8s CAPI2 BER
HEHREEHE
EIRENE (VDA) ZE2BE
VDA CAPI B&

VDA R4tHE

EiZE&I2R cAPI2 BE
EEFRERE, SR WIDRARENIER, HFERUTERNBESZEFEY.

Operational MNumber of events: &

Level Date and Tirme Source EventID Task Category

{1 Information 21/08/2016 15:14:54 C 30 Verfy Chain Paolicy
(1) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 Capiz 90 X509 Objects

(i) Information 21/06/2016 15:14:54 CAPLZ 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@Inlﬁrmatinn 21006,/ 2016 15:14:54 CAPIZ 10 Build Chain

BANEHATEERT, HHEES)28 M Isass.exe 1RIE VDA 1IRHAIEBMET — N5, HWIET
HEWME (BERHE) . £RREIN“ERROR_SUCCESS’,

- CertVerifyCertificateChainPolicy

Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-877A-5DFFE40BO9574)
Flags

[value] a
Status

[ chainindex] -1
[ elementindex] -1

EventAuxinfo
[ ProcessMame] lsass.exe
CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FED786318F)
[ SeqMumber] 1
Result
[ value] 0
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EEHIRTLAE
IHIEHISRE TR —RYNEREYE, XEBEHZ 4768, HPIEFATFIMA Kerberos EjFE T EiF
(krbtgt)o

b2 BTRYE R B RARSS 2RV BAK P IEE RIS ERIZSE T E M RIE. e ErERERETH
krbtgt BYF P 1K P IE7E B T RIEHE I S8 1T B 7 11,

Keywaords Date and Time Source EventID Task Category

'2!,‘:!.”&'.: Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon

'}l‘_ﬂ-ud'rt Success 210652016 15:14:56 Security-Auditing 4624 Logon

':L‘Aud'rt Success 21/06/2015 151454 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Success 21/06/2016 15:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/201615:14:54 Security-Auditing 4TE9  Kerberos Service Ticket Operations
Sl Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
|"zzlal_lﬂu.u:li‘t Success 21/06/2015 15:14:54 Security-Auditing 4624 Logon
E1,_Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
& Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-290731715-1143989709-1377117006-11046
SarviceName krbtgt
ServiceSid 5-1-3-21-390731715-1143989709-1377117006-302
TicketOptions  0x40310010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «fff:192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5FO001D1FCAZACI0F36879CEECO0000001DTFC
CertThumbprint 23BCS5AFBTF18TE7ADAAADSCEFDSCCTS05C4176F
VDA Z£H&E
EZREHMNE VDA ZEEKAEIRSEMN ID 7 4648 B9%H, ©IREE winlogon.exeo
© 1997-2026 Citrix Systems, Inc. All rights reserved. 76



& BHI0IEARSS 2203 LTSR

Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
k7R3 VDA CAPI HERRFKE Isass.exe IR NHEMEFMICUERFS), FAFIUESIZEH|ZIEH

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy
- Policy

[ type) CERT_CHAIN_POLICY_NT_AUTH

[constant] &
- Certificate

[ fileRef] 813CeD12E1E1800E61BEDEOTIET186ERD1 267

[ subjectName] dc.citrixtestnet
- CertificateChain

[ chainRef] {84E0B3D1-A4D4-4ACT-BAS9-52914156343

- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

EH Kerberos HEIRRG, RARERER

$1% KDC_ERR_PREAUTH_REQUIRED (RILZ

B%) , UUKKHE Winlogon B8, E7R Kerberos BRm M.

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows RAEREHBEE. ErILUER System Centre Operations
Manager (SCOM) Fr=fm, FALERFHEZEMEM4RIEM FAS RSB HEITIRT.
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FAS IRZ BB IEEEIT?
EHE FAS AR

_—y—

IETEETT, AR

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNEBATHY FAS IRSHIL T REEERH. B X FAS EHABHNTEIIR, BB FAS F

GE=Ft

== p—

FAS i&17

WSS

UTEHETR FAS REREERITIT.

EHJEZ Citrix.Authentication.Federated AuthenticationService,

[S003]

[S022]

[S023]

[S123]

[S124]

E

BHXE
SR [{0)] ILEFE
IREA [{1}]

B [{0)] LR
N yg“ ‘i, ”

2
P
M S0

EIEA [{0)] LR
LIRENF

[ S

£

REBEA [upn: {0} role:
{1}] [exception: {2}]
AIE

FHREBEA [upn: {0} role:
{1}] 7£ [certifcate

authority: {2}] &%k
JEH [exception: {3}]

EA

FAS IREEH#H AR
HAEPIR T,

FAS BRZBEiRH
1=z

FAS BRZ B AL
=z

2R FAS BCERYE(
CA EBAREERLTHIN A
FBFIEH, NittE4
KIE [S124) ek
4, ZAPHNRERE
FREM,

4 FAS Z2IMATE
CAEKRBFIER
EEWRE, R FAS
FCET Z1 CA,
FAS HZEHES—1
CA RHIEK,

&

EEIPEILT, FAS
IREBTERTES

ERo

M FAS 10.7 / CVAD
2109 iRt

EATF FAS 10.7/
CVAD 2109,

b= AT RERBFAE
BCBAY CA BTIELE
B I, WR FASEC
BRER HSM, N
B EEEREA HSM &
EEB T

Lt EHrTRERAA CA
TEEE TESRTE
BX%o IR FAS idid
HAfEA HSM, MR
AJBEFRAA HSM ik
EETE. LtREA
FAF#EBhIR B a5
S
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79



& BHI0IEARSS 2203 LTSR

EfF FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

[S413]

BRAGEREIE. i
FiFAER: {0}

[S414]

IEEMN FAS B

EA

3 FAS #EZH0GEBEF
HHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRIEFF FAS 5 Citrix Cloud™ &R, UTEHREREN FAS RS 2B EEE1T.

E 4R Citrix.Fas.Cloud,

=t EHXE
[S012] FAS BRSZAIFEFM
Citrix Cloud #{T8 5
R
[S013] FAS RS TEM

Citrix Cloud #1785
EF, [{0)] EZi¥4
EEEEREHS
FiE.

EA

tEHRTEKRE
Workspace (Bl
Citrix Cloud) HYEE s
BERNIER T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BRERTELIEN
PSS

&3

A EH A,
FAS 210&E (1) 8%
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
IteZE 3 ] BE R B R
(BIaNLE s pEDY
RIEARS 2R _EAVIERE
S enAHARER) S
IREIE, REXFF
R, EHXART
B RS RIEEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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ReEMH

TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]
FAS E4BE

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] NEER

ARs58% [{0}] EAFEAE [{1)]
S &1

A% 25 [{0}] FREEMTE UPN
[{1}] (UPN AftiF@E A
{2}

BRI IR BHELE - RS
[{o} 2R [{1}] BITTHFE
®i75

TRIHT FAS EHHIEHHERE.

EEEY
X

LEMHZBNIEN FAS fRS32:FBYECE B MICRAY.

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] iiRI#3EL : FAF [{0)] A=RAR [{1)] NEERA

WA

ZINEBHER FAS EEiE,
BIRAREALRZ FAS B,

SIHXEBHER FAS FNAY
fidE, BIAREARE FAS E
E&A,

SR ERFR &%, ERAAE
TROX 1. RBTE FAS
NfEB R BERBFIFAIR
StoreFront™ fR528 (WIRE
F, &a#E Workspace) F 7
s AP 8%,

=HETERFP SR, ERIE
FAS MINECE, ZAFKP R
WITIFo

VDA ZiRfEF FAS {78 =
BR, 1BiRHE FAS #INED
&, % VDA R DiFo
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BHEEF [{0}] A CA[{1}] ERIBBUES, ERAEMR [{2} and {3}]
[S005] EIE 5 [{0}] BUB#AN CA [{1}]
[S006] EFEG [{0}] SIRFTAVIERE X [{1}]
[S007] EIER [{0}] EFEPENX [{1}]
[S008] EE 5 [{0}] MIBRIERE X [{1}]
[S009] EHEG [{0}] CUZFTALM [{1}]
[S010] B 5 [{0}] EHFMM [{1}]
[S011] EIE 5 [{0}] MIBRFRI [{1}]
[S012] EI5 [{0}] BIESES [upn: {1} sid: {2} rule: {3}]BEFHEX: {4}][Security Context: {5}]
[S013] EIEH [{0}] MIBRIUES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] SIBIEFRIEK [TPM: {1}]
[S016]) EIER [{0}] FAEBGEF [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EIKEN T
[S024] BIER [{0}] RERFHSITIN A e
[S025] BIE R [{0)] IEERFTI TV B ILER
[S026] B [{0}] IRE RAIEH IR
[S027] BEIE R [{0}] EE RAIEHE2S
[S050] B 5 [{0}] BIEFM=EE: [{1)]

[S051] EIER [{0)] EF=ECE: [{1)]
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BERES

[S052] BIEH [{0}] MR =ECE

AEAE
[S401] IEFEHITECE FA4K -- [MARAS {0}][to version {1}]
[S402] $8iR: Citrix BX & B R I0IEARSS ML Network Service B733517 [currently running as: {0}]
[S404] s&H#RER Citrix BX & B 1R IRIEARS HIRE
[S405] FFEIR M EMRI R BIBURRER & £ 581! [{0}]
[S406] #HEMEMFRIBBBIEEC TN CER: BRIEBRIRE)
[S407] EF EMRMBIBRIBIIMIEE, RAKIEEEER
[S408] ToEFFRECE -- [MRRZA {0}][to version {1}]

[S409] &AZMEZE RN - MinThreads B M [workers: {0} completion: {1}] A4 [workers: {2}
completion: {3}]

[S410] &FZMECE LM - ToERF MinThreads M [workers: {0} completion: {1}] JBEA: [workers: {2}
completion: {3}]; XATRER MM FAS ARSZ23MIBIHZEE

[S411] BEh FAS BRSZ AT HEE: [{0}]

[S412] BEdEFHERSTRX -- [MhRZ {0}][to version {1}]

[S413] FTBGEBEEHI A (RIR {0} X)o IEFHFARER: {1}

[S414] ZBUERER R, IEHIFAER: {0}

[S415] BAGEBETTM. BEIER {0} TNMald. FRIGE[E (1} F#H1T
BIEBSMEE
LR EINRSBIS AR BERE, XLEHRTE FAS RS2E LETHIZR.

BERE

[S101] ARS5 8% [{O)] RIRBEAE [{1}] RERIS %R
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AEAE
[S102] ARS3 28 [{0}] To/ERTE UPN [{1}] (BR&E: {243))
[S103] ARS525 [{0}] 3EKT UPN [{1}] SID {2}, {B&E#iRE]T SID {3}
[S104] BRS3 2% [{0}] REEMTS UPN [{1}] (UPN RAFEEAE [{2}])
[S105] ARS3 28 [{0}] &6 7 BAETE [upn: {1}, role {2}, &2 £ 3 [{3}]]
[S120] IEFEE [upn: {0} role: {1} & ETFX: [{2}]] TAIEH
[S121] IEPEM AL [upn: {0} role: {1}], MMA&ZE A [certifcate authority: {2}]
[S122] B | ARS5ERIE [upn: {0} role: {1}][B 0 #EKRE {2},
[S123] ZkBE [upn: {0} role: {1}] [exception: {2}] AKIEH
[S124] FKaeT [certifcate authority: {2}] 79 [upn: {0} role: {1}] TA&IEH [exception: {3}]
EREMA
3 VDA BERAFH, XEEMHRE FAS IRSSE8: LiE1TRHIER.
AERE
[S201] fE#i7 [{0}] TAGHIRER,
[S202] 1E#t7 [{0}] ALK IEREF.
[S203] fE#i75 [{0}] XA AR ER CSP
[S204] k&7 [{0}] 3518 Logon CSP LUAT [upn: {1}], AE : [{2}] [Operation: {3}], £ [{4}] =X
[S205] kit A i IE1RIELE - RN [{0)] RN [{1})] REFHHREA
[S206] AR [{0}] R A
[S208] FLEAIR1ESLIY [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error {4} {5}]o

RERIETIRSS 25
HSAFPERRIENIERN, XEZHRICRTE FAS RS54 L.
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BERS
[S301] HIARIELE  FIF [{0)] AR IRl &
[S302] FIF* [{O)] R T SRANBY B AUSBEE [thumbprint: {1]
[S303] HIAKIELE  FIF [{0)] SRl AEE [upn: {1)] RICAL

[S304] AR [{0}] EETEITEAMN [{2}] LiB1T12/ [{1})], EREIEEEF [upn: {3} role: {4} thumbprint:
{5}] #H1TFLERIRIE [{6)]

[S305] FAFAIRIELIY [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4} {5}]-
FAS BrEHafH
XEEEMHER FAS IS EHIER.

AERE

[S500] REZE FAS KBS

[S501] T/EMEFBECER FAS WS [exception:{0}]

[S502] FAS BrSHEHEME [pluginld={0}] [assembly={1}] [location={2}]

[S503] ARZ5 2R [{0}] REEMTS UPN [{1}] (IRETERERE, B4 (2} 725F)

[S504] ARS5 8% [{0}] SREEWTE UPN [{1}] (RMETEREIE, BREE FAS &)

[S505] ARS3 2% [{0}] AREEMTS UPN [{1}] (& [{2}] LT EREE, KEN ({3}, HEN [{4))

[S506] #&f4F [{0}] ¥ 7 REARSS 2R [{1}] B9 UPN [{2}] BREE, HER [{3)]

[S507] AR5388 [{0}] REERAS UPN [{1)] (& [{2)] T4 % [{4)] BRiEt == [{3)])

i

[S507] BRS5 25 [{0}] SRAEMRS UPN [{1}] (&4 [{2)] HESE [{3))
[S508] ARS8 [{0}] REEMTE UPN [{1)] GRETIHENE, BHFEMG [{2)] A=)
[S509] ARS3 25 [{0}] REEERE UPN [{1)] (RETiHRIAE, BRAE FAS )

[S510] ARS8 [{0}] REERTE UPN [{1)] GAIEB#IES [(2)] AT
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B Workspace B FAS
2 FAS 5 Workspace &5 AT, RIERXLESEH,

BERE
[S001] %3 T Citrix Cloud 1Z#X#4A [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FHEIRIEFEE TN, FasHub =ARSS URL: {0}
[S003] FAS B[Rz [fas id: {0}] [transaction id: {1}]
[S004] FAS ZkEEM = M [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS B E HaIACE &%= [fas id: {0}] [transaction id: {1}]
[S006] FAS SREENFEH Y BIAC B & X F = [fas id: {0)] [transaction id: {1}] [exception: {2}]
[S007] FAS EMN =R F [fas id: {0}] [transaction id: {1}]
[S009] FAS FREEM = ESH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS BRS3 B &SI =E B 5% URL: {0}
[S011] FAS fRSZREEEI =
[S012] FAS BRSZ A AT Citrix Cloud B RER
[S013] FAS BRSSAAJ AT Citrix Cloud R RE R, [{0)] EZFAER IR EREG o P
[S014] I =ARES <service name> HYEFKLIY [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3R & Citrix Cloud FY;E2#FELE, FEAEAEKRIKEFIFR [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] I =ARSS <service name> HIEHRIRLIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=l M & T HEZE [fas id: {0}] [transaction id: {1}]

[S020] FAS FEeM=im FEEEZE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZRFHERFKEER T, RE: {0}

[S022] = FFRRIETE(FLE
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BERES

[S023] F#EH I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEETh Citrix Cloud AN IARVE IR [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] ItbARSZ BRI FATZ/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]

[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] A4k Y Citrix Cloud EAERIAEMEET [fas id: {0}]

BER
XEZHEERMEBRICRE VDA Lo

AERE
[S101] B EIEEREW. TEIRRINEKEFMHIIERS [id: {0}]
[S102] BAMEEREM. TiEEH {0} B9 SID [Exception: {1}{2}]
[S103] HRMTEBERKM,. FF {0} #Y SID K {1}, FiiHA SID 79 {2}
[S104] BMEIEBEREM. TEEETKE FMIIEARSS: {0} [Error: {1} {2}]
[S105] HMEIEER. EEER [AF%: {0}][Domain: {1}]
[S106] BMHEER. BKEFMIIEARS: {0} IETEE R [Certificate: {1}]
[S107] SRS ERKM. [Exception: {0}{1}]
[S108] HHMIE FRYt. IHIRIHIELE [Caller: {0}]
SIERIEH
YA SAFERARIERIERN, XEEFFHECRTE VDA L.
AERE
[S201] EEHIEREFIAIRIE [{0)] #2444 [PID: {1} 72 7H: {2}][Certificate thumbprint: {3}]

[S203] ERIEREF TR Y. TAIRIMKIEL [caller: {0}, session {1}]
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BERES
[S204] B REF FRY. BREFIFEERA
IEFARM B AN ER
3 FAS IRSZEHBHITERIMNEIRER, RIERXEEM,
BERE

[S001] TrustArea::TrustArea: BE&EEIET [TrustArea: {0}] [Certificate {1}]
[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: E813# PKCS10 i53K [Distinguished Name {0}]

[S016] PrivateKey::Create [#RIRFF {0} [T EVEE: {1[IRERER: {2}IREIEFAEE: 3 [HEIHhL:
(A[ZFRKE: {5}][isExportable: {6}]

[S017] PrivateKey::ffif® [CspName: {0}, Identifier {1}]

BERD
[S104] MicrosoftCertificateAuthority::GetCredentials: &M {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 81R2 33N [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE3&E+ [{0}]

[S112] MicrosoftCertificateAuthority:: SubmitCertificateRequest - Z4Ft
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RLRFP#EIRER

ATFIHT Windows BRIE EMEAF BRAVE ILHEIRER.

BTHERER wmsE
TR P & HENUANERERMBNERNILN, B

Kerberos 132 HI281E48 7 &, BEHAX
M“Kerberos HZE S8
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BREGHEIRER HhfsE
RATEF o BHREIAERIE, /| A% TEBRRIEERES, WEES R R RECES
FHZIEK HERFEMIERIER, NEEGgR T

ft“Kerberos BRL0IE". “HIZH|23 B 14710
eSS IE B, EMEM AL BERRE
W, BEBEEEEIEE

RATEFEER. BTFEMNRIERNERFIE FENERHRIEPREZEERNMHEN L, 15
FARZREE. BRI B QAR

BIRIER XBERTIEB LN BRIEMIZE, 3&E
RSA A% (<2048 fiI) -

o BEEIGLUHITEREEE <http://support.citrix.com/article/CTX206156>

o BWEEEEFEEME | <https://docs.microsoft.com/zh-cn/previous-versions/windows/

it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

« B CAPI HEIER ¢ <http://social.technet.microsoft.com/wiki/contents/

articles/242.troubleshooting-pki-problems-on-windows.aspx>
« EH Kerberos HEIZHE © <https://support.microsoft.com/zh-cn/kb/262177>

s FRBE=FIEFMEAVIEERSEFERIVIERM .| <https://support.microsoft.com/zh-
cn/kb/281245>

PowerShell fp5

WFEEIE, EoIUFERESBHIIERS (FAS) EIEZEHIS ; B2, PowerShell REIEHETE
SRBVED, MNRE T RIERIZEG S PR HRNED, Citrix BiIX{XfER PowerShell #1TECE,

LUFén<3 780 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7£ PowerShell O, EAILUEA Get-Help \<cmdlet name> 27 cmdlet #BBf,

& % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

Federated Authentication Service (FAS) 2—" Citrix® A, ©5EH Active Directory IEFH A
VML, LIFBFTE Citrix IMEREEFITERHIIE. AXENEB T IEEATFENTENZSHE
LTANEE YA

BRE, FAS AR SMBIDREZILREMED StoreFront fRS588. StoreFront HE—EL£MHE
HRE SR IR, XERMEFIMA Web AME, HERILUER StoreFront SDK HE=7
IS BRI B. ERNEITEIRE, EEBX AP # TGS R IEIENRARERTURTER
Citrix Virtual Apps 8% Citrix Virtual Desktops™ E3E,

AR B R RIBHIIMNF N 4R T B TR AR B 58 Mo

« REBERE

BRI X 2BE

ADFS SAML
B2B M 7 BRET
« Windows 10 Azure JEEIE RIA

R THEX FAS XERN#EE, NWTHRERN, KRENEE XERIRE FAS WEESE RN,

ZRAREh

FAS X rIfZRH StoreFront Z1434IERY Active Directory BB Boil&A S s ESEH, XFEH
TERTEEREYIEEEFN T2 APl HAPHLIEE] Citrix Virtual Apps™ I§ Citrix
Virtual Desktops EE#I%E IR (VDA) BY, IEBRMMEITEN, FHEB Windows HEFERM AR
ABRRFEHIEIE,

YA FIERIAIE Citrix IFIBEY, SIS StoreFront™ FREZIRELZR FAS, FAS 2EBEF— 1 ZIE,
FLHFEA Citrix Virtual Apps B¢ Citrix Virtual Desktops Si&EAZSIERIEBHITE MR, X
VDA FEXM AP #HTEMINIERN, ©REED FAS HRIREIF, 28 FAS FREHIRIBAFIEPHHIFL
i ; VDA A HFEFRIEPRITHNEN T LR EIRIELIXLE FAS,
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TEERT FAS 5 Microsoft IEBIMANAMIER, FH79 StoreFront 1 Citrix Virtual Apps and
Desktops™ R AIE (VDA) IR IFRS.

g Synchronization -‘b b
= = I ==
—a = Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) y Certification
T ! Authority
&
S S ‘§“ b
s \'\ 5 &/ Assert R Access Logon
L L ——— .
% L fc% Identity = Certificate
] 3 B
3 2 é; Federated
g §5/ Authentication
= g 7 .
‘ ~5 Service
. - Nfuse : - Citrix \
| SAML token Citrix AG Basic h protocol Brokering
(= Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

RERERE

FAS RiFFA P ERZMBMHIIEEI (G11E Kerberos BB R) L4&ih@ StoreFront #1TH R
i, FEFEIREEEBHIIER Citrix HDX™ =iF,

X7 Windows B IRIETEIRT AR EENEEF PIN, HEEHEER RENEIEEET)
e (AR =B RRS) o XelBETFERRERIRRA Citrix Virtual Apps FIEHAY Kerberos £95RZk
BRINEE,

FrE AP &R UEESIEFIH N A PFEMLEHN (PK) IEH, TS EREEEERIHRIE
Bo XAWFRIBIINRREMIIERE, EMERMNREERE RIS REFVMFIRERE

Ko

LEEREAIN T —a5817 FAS AR 2, ZRSHBEIFNAKAAMAEREFRIER, AE, X&

IEBATFER Citrix HDX IERRAFRIE, RMRERTEHRFER 1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

; w FAS
[ -~ Issue
r==fF-=- _=‘T Authorization
l‘:l Certificate
Jd__ | Fasuser Issue

l'- ~ @ Certificates

1 %

. Login with

| s L DT PP L
=
EL
T .
_% i | Hardware Security

l -
;I Module (Optional)

1

I

1

I

1

I

- ' Certificate

Federated Authenti-
cation Server

Windows Server

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate
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Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 FAEFTICEH.

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEER TLS #1TRIP. 32, BMAENE URL EIEMRECE /1EM Citrix Gateway BRSS28,
AX e ATFELERE T Citrix Gateway RSS2 #H1TH D IEIE,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 EZ&1ER. ”

« Install and configure M4BT SRR EEFEIE FAS,

ADFS SAML Z3&

—I0 % 2/ Citrix Gateway SR IRIER R DIFS Microsoft ADFS £/, FERIFTY SAML SRt
2R (IdP). SAML BrS RHZEMTN IdP MEAMA I MEE LM XML R, BFENAFRERITE
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MRS, XEKE FAS IRSBDIFFAF S5 IIEEIT4A Microsoft ADFS ARSS2: (S E Mt
SAML #9 1dP)

AUTH.LOCAL domain

C—

Citrix Gateway

Certificate Authority

Hndons e | microsoft

Root CA « Export L) FAS User .
f cenificate g Certficate s Domain Controller

Template

VPX

A

Gateway Server Issue H
§ Certificate N L6 FAS Authorization
Certificate
ADFS Signature i Template
§ certficate

Windows Server

) UPN
walter@auth.local
SAML SP (RP) ) AtterntiveupN
walter@adfs.ext

StoreFront

Windows Server

Issue —p TLS Server
f certficate

Federated Authenti-

caton Server

Windows Server Virtual Delivery Agent

FAS Windows Server & Desktop

+ | a| Authorization 4'“”5 Operating Systems

Certificate

FASUSEr  gurvunnnn lssue E‘ FAS User
Certificates . @ Certificate

E

Web Access Proxy ADFS Server

o

Windows Server Windows Server

Hardware Security
TLS Server Module (Optional)
§ cenificate

) Signature

' Certificate

r) Encryption

Certificate

' (not used) - { Authorization

Private Key
ADFS Proxy SAML IdP

Associated with
| D i |

Hardware Appliance

o v
- ?’ Prsis;ste Keys

ADFS :@® B T&d Internet it Z £t AP #HITEW R REEMIIUE ; HE0, ©&8E AT Office
365 & Xo

BXER:

« Itk ADFS deployment XZEZ ZFMEE,
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« Itk Install and configure XENA T WA RZEMECE FAS.
« AXHH Citrix Gateway EFE FHR @A EFTEETL,

B2B i Bt

MRARNEFLEEARIITENRSG, —MEIIATE%E BB E1E X RAY Active Directory BX
EBMINIEARSS (ADFS) fRE28. XA —RA BRIP4 M5 —3R N BB Active Directory

(AD) IMR#HITHEMINIE, ERN, STAFHEAHECHATERRIE ; ADFS ZEIFH

BI3FELR T AD IRV FIKF",

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server

UPN
‘ walter@adfs.ext @ FAS!Jser

i Certificate
Template

@ FAS Authorization
Certificate
i Template

- Certificate Authority

' (from ADFS.EXT CA)

Authorization
Root CA Certificate =T r- M Private Key

' {from AUTH.LOCAL CA)

Export

; StoreFront
Windows Server
___________________________ Windows Server
Citrix Gateway f Certficate
ADFS Server
VPX
Root CA Export .
] Certfcate < Federated Authenti-
Issue H
TS S
N Eemfg;f Gateway Server . cation Server
' Certificate
Windows Server
T ﬁ') Signature Export ADFS Signature
g ' Certificate TR Cenrtificate
g T | e | i\urhonzatlon i23ug
2 ¥ tnayption SAML SP (RP) r E@I Certificate
& Certificate |
I (not used) 1 do. FAS User Issue
| r =~ ) Certificates
1 .
L] R Login with
Vo e
I_‘g 1
t
itrix 1 .
|§ 1 | Hardware Security
1 .
N g1
client :; i Module (Optional)
1
: ! Hardware Appliance
Windows / MacQ5 / Linux 1 :
1
1 : G" Users
| === 0’. Private Keys
Export Root CA Certificate \ o“
1
1

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

E FAS User
= Certificate

BXER:

L B
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« ZEMEE XENETNALZENEE FAS,

Windows 10 Azure JEE1E R A

TR B L UTE 4R Windows BINA, {EE

Windows 10 5| AT “Azure AD Join"BI#E=,

[Ed Internet’ BV R, XIFFEERTEICABMMFIREM. 51£48Y Windows BIA—#,

Azure AD BEERITFABMILMZRER S —ERREAITHEE, XLEEXHF Internet”, FULATIATE(E
A& Internet BILETE, MAINZDAE LAN,

Azure

&

Azure AD

!
|

Synchronzation

|
;

Cloud

DMZ

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

IHEER£3@T Internet 1T AT B 151811,

EEE, EEPHEMEMTTUETARIAN P #UEANETT | A ITERMEE. Azure HEMD

=R, Azure AD Connect [E5 2855 B ohiZE# R Azure AD, RBIEIFA(ER Azure VM @R 7 &

{to
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WEALAER ADFS REEFERE—SMNRWIERNMMGBNZERAF R, fli, AEAEEERT
AIRARNFANANBTH T H ; XEMBEFEERITE Windows BEREREHITRIP.

BEE B RIRIEARS (FAS) IXFIFRF Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRAEM ,
MR A E B T REHIMAYE B

LLLEBZE ¥ Citrix Gateway EA{E#i5 5 Microsoft ADFS &R
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Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

§ Centficate

Gateway Server

Issue

' Certificate
ADFS Signature
§ Centficate

—| SAML SP (RP) |—

Issue

Certificate Authority

Windows Server

@ FAS User

(‘ Certificate «ssseeee
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Certificate

-
1

Federated Authenti-
cation Server

Domain Controller

Windows Server

UPN

walter@auth.local
{ | Alternative UPN

walter@adfs.ext

Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
E A
Web Access Proxy ADFS Server 1
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

TEMEFICIEES (SAML) 2—MEENEEREIERIUE"EY Web X5
TR :

RERRG. BEEZEU
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR

Entityld & Citrix Gateway £ POST #iEH 2 2] ADFS HHE—IRIRTT. XX ADFS AR =

ﬁt’éiﬁ@ﬁ&i HIREZENARENEMIIEREE, ARME, SAML BMRIIE XML R{GERF
3|8 Entityld FRI989ARSS -

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B U URL
ADFS # Citrix Gateway X #F&HFH R, XZE— Citrix Gateway R1B/R¥188 URL, BT
& SAML B4 I8IE XML blob 71)3&2%%?%‘%5’] o

Xe— 1 uikEE, THREE, EBEE https:// ik, #&3LA https://
adfs.mycompany.com/adfs/logout o (IFFE, EAAMUSESRER URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

.
Marme®
Azuread e s
255

Authentication Type
SAML
IDP Certificate Name* ]
AZureADSAML v +
Redwect URL" bBxact "
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d5e484c62e/5aml2 IntemetProtocolPassword "
Uzer Field N
userprincipalname &
Signing Certificate Name

v

v .

Issuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

ON d
SAML Binding™
' posT v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS EREBIE SBELM XERHITT B4
< RIERE B BRRE XERNE,

Azure AD 5§

=

RSN BT WNAF Citrix 185 Windows 10 Azure AD IJJ Bk, Windows 10 3| AT Azure
AD, XE—MHFBNHIMARE, EHFEICARBRMAILUES Internet IIALENE, ULIEEMES
BFo
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AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 A FEMBYEMET. BAA LB KB ERFRE > XF > A Azure ADETU AL
=N

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

ZiKRBREME, Microsoft Edge Web R BE888:d Azure SaaS MNARZFMRI BB R LM
uEF0 Citrix KRN R, UKREM Azure 2R (40 Office 365) o
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETIEAR, BEEDHLRERNIBMEHIBR

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FULERER R, RE2EEMERER (B4R L2/ AE LAN # Kerberos/INTLM BR33E) #HE
9B Azure BY TLS &M SAML, #TARSHIZAMA Azure AD B Azure 22T, FE Active
Directory WIL BN 2R (B4 SQL Server B3IEE) BILUfER Azure =ARSHY IAAS Ei 93 FRBIAR
A Active Directory RS328 VM 5517,

YAFPEoESNBERE, fth{I1ER Citrix Virtual Apps and Desktops™ & #E I FATRF#1Tih
1, REIZEEBN R ETHEF I Azure BIERF TIHE, £ Microsoft Edge B a5 RINAEH
1TEIB, Microsoft IR UMEFZE 5 Azure N AFEFHI Android 1 i0S N FETER.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS n1-01.azure-dns.com ) o

TERNIXS Azure 3B1THY VM B95 | FBRY, &EIPEAEEER CNAME 155H1ER Azure EIERY VM
DNS i2%. 1R VM i IP it & £ E2k, NFEFEFEhEH DNS X F.

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)

« Azure Connect ADFS fR552% (adfs)

ADFS Web 5IAICEE (Web RZFBTZFMRIE, RIMMAE)
Citrix BN FAF SR E {1 #2225

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52370 Active Directory 1RSSR LLBIE T4 Active Directory E3E  (TEILLR B
FR citrixsamldemo.net) o HFALRTERE, 700 Active Directory IEHBREZ B €,
s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS IEBRETMH. (BXFHAER, BBRAAHEHHR, )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

 ERRBNFEEENA citrixsamldemo BY Windows AR5 28 EZ2%E Citrix Virtual Apps 2% Citrix
Virtual Desktops #%i£1%HI28™ 1 VDA,

BCE S8 DNS

IERIBR RIS G, BCiE DNS ARS8 AR citrixsamldemo.net BIPNEBFLE], H{EJSEB DNS
fRs588 (f40 : 8.8.8.8) MIFE & 2R,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I Trust Points _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

AINEESIER ¢

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

£ Azure HIBITHIFRE VM N ECE A ERLL DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials =~ i H':,ﬂ O DNS servers @
PNEINNY Custom DNS
Resource group
citrixsamldema SUPFORT = TROUBLESHOOTING
* Primary DMS server
Lacation
West Europe B Auditiogs > [10005 v
& MNew support request b Secondary DING server
up
GEMNERAL
Properties >
Al 35 =
M [P addresses p
Bl DNS servers pd
) Network security group >

FINBERT, WEBIP (10.0.0.9) At B EIE 2 ECY, ERILAER IP #IMEGE KA ES IP ik,
Web N REFAIEARS S5 125 288 N 1T Lt 3R 1R,

EOE 56 DN ik

BITHY, Azure REEIFH B SBY DNS KIEARSS 28, ZBARSSsEMIEC L VM BISRIA IP
Hitit, XB—TERANTIEE, EA Azure BUAEE VM BrpBTHES 1P #thdit,

= Configuration

5 o0 . o o . B
& A O Essentials ~ RO Assignment
aroup
el SUPPORT « TROUBLESHOOTING P
IP address @
Eurcpe - H Auditlogs b 12.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D virt e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com

Il settings

& Configuration >

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

IR, HEiERERME, 2B Web MBERMIER Citrix Gateway VM RIE RN IP ik,
(fEECERAIE], N P #iEATF RDP HRIFFER) o

iEZ24

Azure =ERARZLEAEIEM Internet Xt VM #{T TCP/UDP ifinIBIBH MIZFNI, ZRINERT, PAE
VM #FLiF RDP i8], Citrix Gateway #1 Web N AZFRIEIRS 2SN iFHO 443 EBY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPIMEN LS Web fRSE% IE PRk, XAFLIEEE BE N DNS #InERYE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BRRB:

o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

= Certificate Enroll

5 L1}

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

@ Azure AD SEABIRRYIE
RINERT, BP@EIUTERBE FRp M ub# TR

<user.name>@<company>.onmicrosoft.com o

REXLEH S ECERT T(E, BinERXNBFHEMIEF, RIFES5REZAFP B FHRM4t
K P PCERRYMbAE @ <user.name>@<company>.com o

IR ERC B NSV EL NG HITHNEER. ARFIER citrixsamldemo.net o

INREEENRERBERIKE ADFS, BEAZE EE,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD fCiE GUI FIEE 2 S EFE A% Azure AD Connect B Microsoft T T1mE . [SHEHZRERE
ADFS VM t, FRBEXZEMASREIZE, LUE ADFS &R A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%5 AD FS BX§ 2 R B Rk,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERBIANTRIEED, S0~ A P M &EREINEFERE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected &)
Syne QOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net l_*-r;‘cra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ADFS SR IIEEE AEE HIR{E,

Optional features
Exprass Settings
Required Components Salect enhanced functionality if required by your arganization.

User Sign-In

J :--."'|=."|:.= nyong '..=!'|.'_.-"“:.="' e

Connect to Azure AD
] Azure AD app and attibute filtening g

Sync
] Password hash synchronization @

] Password writeback &

Connect Directories

Domain/CU Filtering

Identifying users L] Group writeback @

Filtering ] Device writeback g

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn more sbout optional features
Configura

Verify

Previous
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ERETE AD FS FRERBYIES PFX XX, FH¥ fs.citrixsamldemo.net %79 DNS %7,

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD FS farm
Uszer Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

SynC
: Specify the 550 certificate used to secure the communication between clients and AD FE.

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |c:\Usemerea.c|TR|:-:SAMLDEMG\Desktnp\ad{s.p{x | -Brme

|
SUBJECT NAME SUBJECT NAME PREFIX |

Federation Servers
|",|:itrixsamldemu.net I'rl |fs | ﬂ t
Prosty Servers |
Credentials FEDERATION SERVICE MAME t
Service account https://fs.citrixsamldemo.net !
]

Azure AD Domain
Configure
Verify

___reics JHINNNTI

LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS 889ttt 1ZEIREEETE Web N TR
FRIEARS 2 L LUEIE R 515517 Enable-PSRemoting —-Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

AR IH BRITIE PowerShell SERIEMEK, BEZ=1F Web AR RIEARS 2SI AE,

HFEAENERTE, BERRESERR, HADFS 8IE— RS, ARG, Azure AD
Connect FHERIQIE DNS XIigHIFR B ¥
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

23 Citrix BRIV 3 Citrix EEEISEH

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

7EUtb;RBIH, StoreFront 5 Delivery Controller Z237EE—HRSS 88 Lo VDA YESIRIIAT Windows
2012 R2 RDS IT{#2F &%, k5 Machine Creation Services £ (RERJUANERE) . T4
Ziai, BEWERAP George@citrixsamldemo.net @& Bl A AR HITH M,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 129


mailto:George@citrixsamldemo.net

B B HIIEARSS 2203 LTSR

« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEEHIGH, A EERHRIEAE GUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

BOEHTEY Azure AD B2 LIS StoreFront NE R ER

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, %EF FENARER, AEEE NERRINKARERF.

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) ' NAME

- Add an unlisted application my
I usTam i‘ organization is using | storeFront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

7£$¥ CUSTOM > Add an unlisted application my organization is using AEH B 8IEFHNE
EXRRERF,

BB
BIE— 215 x 215 R RMEIR, FIHE L1ZF) CONFIGURE T, RB{ENAREFENR.
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properties

APPLICATION TILE LOGO

cifrix

ECE SAML B4165E
REIE) N AR ERRBIN TIHE, FAJ5i%#F Configure Single sign-on,

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

LEERE R SAML 2.0 B4 103IE, XX F Microsoft Azure AD Single Sign-On,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.
Learn maore

Identifier IUREEFHFE (CHMEIRMHLS Citrix Gateway FIEZEBITES) ; EUbRAIH, Reply

URL = Citrix Gateway AR5 28 _ERY /cgi/'samlauth,

COMFIGURE SINGLE SIGN-ON
Configure App Settings
Enter the settimgs of AzureStoreFront application below. Learn more
IENTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |
REPLY URL
hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |
[ show advanced settings (optional).
-F_

. Configure the certificate used for federated single sign-on (optional).

e & BT Citrix Gateway ECiEZ Azure AD BIEHi 75 89S Bo

© 1997-2026 Citrix Systems, Inc. All rights reserved.

134



& BHI0IEARSS 2203 LTSR

COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Download Metadata (ML) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 EESRZIEH, HEHIZERIIHE URL, FBEERE Citrix Gateway ERE REFHENY

XERR,

M REFS SRR

REe— 2ERNBER, FHERTEHRF M ‘myapps.microsoft.com™ZEHITIE L, XEAFHM
¢H'TiE _E5ER. J9H Azure AD Connect [B1F B P ik P 2 ECIHIRIFER. AT AR E MK,
EBEXAIERMRE TN, RACIIARTE \&t;user>@\&It;domain> &,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENRERE, HAFIAE <https://myapps.microsoft.com> BY, EREREAFPR Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD B, Windows 10 XFEFHAP I Azure NBREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
IR[E] Azure AD #ZEHIERFHINBRER. MENBERFE—THHANESER URL, It URL BTiE
IR DTN Y 23 B R ol R iR P B P IE 55 E StoreFront BY“FF RS2 EBIRIEA (o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MBl, X{GEAFERERAR, H B Windows 10 Azure AD IIARNE R iEiEHE
RER. HttAPFETBA Azure AD EiE, )

HHEMAEIE Citrix Gateway

AT IIRIFREE, WREIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure FEIEMSE, It RBIEF NetScaler 11.0 BY“BE & AR Ao

B RE) NetScaler® VM, I Web X335 mAER IP ik, AP #HITEMICIENTEENEE,
HEE, T IEH Azure AD VM H nsroot BB BYERRE,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WRARAE Citrix Gateway StoreFront i&&. 7T 7E Microsoft Azure R, ItbRBIALELIRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

73 AD kP EERREIIEHER
EIERIZR A TR P AT, FEUISRE 1P it ANMB EES MWL AT, HEREMNEERESITF
ERBYFRHERME TV
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFrant FODN®
ddc.citrixsamldemo.net
Site Path
SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§

I% SAML 5 StoreFront 55 R UTIF SAML 5 EMMLLESER. F™II—E SAML FE,
HF XN NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
| Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

fERZHIM Azure AD JRERBIE 2ECEHFTHI SAML IdP ARS 35
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X
lecycld

O
8 & @) 8 windowsazure.com b e = #A @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

e B 062006

Wi RN EE RN EEERR @S F/PIIER StoreFront BRS25.

E#E, BIEERASEERE URL NEEEEU RS Citrix Gateway i m N EEEEEESNEEEM
3] Microsoft Azure FiK[@],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD HIT—XRERESR) -

Bt
£ Azure HIIKIE VM BY, RZEACE LA FHRAEZEIN

fR it/ 3 1P #uhbA] DNS it

Azure AFRE VM ERERFM (AFIFHy 10.*%) ERE— IP ik, FINERT, ERRE—
REH P i, ZMUEATDOBE EhASERTHY DNS 1R #1751 Ao
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AR O & AR O
P addres
- PORT + TROU
us NS
Running - H Auditiog M
Location
west Europe tessional with MSDN & New support request >
Sub Subseription 1D
s iith b df22436f-d4fa-d6ae-beTh-647acdaeefca
EMERAL
Sub ) - Il settings =
df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamid ault . .
Y Properties >
| settings =*
& Cenfigurtion >
- Add tiles
Monitoring )
@
RESOURCE MANAGEMENT
CPU percentage "
& Tags >
8 Locks >
sl Users >
BN Eepertemplate >
Add a section

#£#¥ Public IP address/DNS name label FYEEE., /5 VM EEFE—H DNS #tiit, Xe]BFEM
DNS Xigi>x 451 CNAME 5|F, FfRFTE DNS iZ REIfEE IP iiﬂﬂki%ﬁﬁﬁﬂ)ﬁ@ﬁﬂﬁﬁ?‘éﬁ
VMo

Configuration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o

swesteurope.cloudapp.azure.com

ERFAERIN (Z248)

=S VM BE—ABoHN AN AIERN, AR eH, REEEFI N 1P ik & BF,
B P UtARE, BIABRT, Azure S0 RDP 32 & F)FAE VM, Citrix Gateway 1 ADFS BRS%
AR TLS RE (443)

FT7F VM B9 Network Interfaces, A/5E &5 Network Security Group 175, E0E AT SN LL
A& HM ML R =,
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE,
« BIH FAS EREE SBELRM XERHITT B4
« RIESE BT BARE XERNE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 145



& BHI0IEARSS 2203 LTSR

Federated Authentication Service 2203 X4
AseidR

TRNEBT Federated Authentication Service 2203 XM EEEN, EIEWE X XLETHAEH,
1E1T1% RSS &,

B#A Y Er:puil
13 Mar 2022 Federated Authentication Federated Authentication
Service 2203 BER &% Service 2203 B R &, B*

WAMER, BBHTEE.
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